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METHOD AND APPARATUS 
FOR TERMINAL SERVER ADDRESSABILITY VIA URL SPECIFICATION 



TECHNICAL FIELD 

The present invention relates generally to the 
field of computer-based methods and systems for 
facilitating terminal server access. More specifically, 
the present invention relates to the field of computer- 
based methods and systems for facilitating terminal server 
access using standard World Wide Web protocols and 
constructs . 

BACKGROUND OF THE INVENTION 

The use of remote terminal servers to view data and 
execute remote applications from connected local nodes has 
had a significant following, particularly in the business 
sector and amongst enterprises, for many years. In 
particular, because terminal server connections allow 
remote nodes to view the results of applications that are 
'actuaally executed exclusively on a server, actual 
processing capability of the local nodes may be minimal. 
Thus, by limiting primary responsibility for processing to 
a single machine with extensive computing capability, 
computing power is maximized for a greater number of users 
at minimal expense. 

Despite the advantages terminal servers afford, the 
use of such connections is also typically associated with 
certain downsides. In particular, terminal server 
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connections usually involve access to interfaces and 
protocols and parameters that are proprietary or specific 
to a given terminal server package. As a result, extra 
time and expense is necessarily incurred by an enterprise 
that uses such connections in parallel with the more 
popular, standardized and flexible web-based protocols for 
inter-network and intra-network access. 

As result, various attempts have been made to develop 
products allowing users at clients with standard, web- 
based browsers to access and make use of terminal server 
connections. The client functionality incorporated in the 
Metaframe program developed by Citrix Corporation is an 
example of such a product . 

These software programs allow a web client to 
establish a terminal server connection using various 
methods. In one method for allowing web-client access to 
terminal servers, known in the prior art, a web page 
designer first creates a group of web pages at a web 
server. Each such page contains information including all 
the parameters necessary for a corresponding terminal 
server connection. A user can then click a URL via the 
browser to retrieve the page corresponding to a selected 
terminal server connection. Finally, terminal server 
client software on the client can then use the information 
in the retrieved page to create the selected terminal 
server connection. 
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The advantage of this method is that a standardized 
URL can be used to specify a terminal connection in its 
entirety, thus allowing the user to benefit from the 
flexibility and convenience associated with the ongoing 
integration of URL functionality into numerous 
applications . g . r point and click convenience in e-mail 
applications) . 

Unfortunately, this method is also associated with a 
disadvantage. In particular, it requires the web page 
author to code terminal server information into a separate 
HTML page for each web-accessible terminal server 
connection. 

In another method for allowing web-client access to 
terminal servers, the web page developer provides a set of 
web page interfaces, which the user can retrieve and use 
to specify the terminal server connection, including each 
connection parameter, locally. Once specified by the 
user, terminal server client software on the client can 
then use the information specified to create the selected 
terminal server connection. The advantage of this method 
is that the web page author is not required to code 
terminal server information into a separate HTML page for 
each existing web-accessible terminal sever connections. 

Unfortunately, because a URL is not used to specify 
the connection, the flexibility and convenience of using a 
standardized addressing protocol, described above, are 
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missing . 

Therefore, what is needed is a way for allowing web- 
client access to terminal servers, using the flexibility 
and convenience of URL's, but without requiring extensive " 
web page coding by a web page author. 

SUMMARY OF THE INVENTION 

The present invention satisfies this need. In 
particular, the present invention does so by incorporating 
the parameters necessary to establish a terminal server 
connection in the URL address of a web page designed to 
facilitate the connection. For example, a user at a client 
may specify a URL including certain parameters necessary 
to establish a corresponding terminal server connection. 
The standard http request generated by the URL is sent to 
the web server, which in response generates the complete 
set of parameters required for the terminal server 
connection using a script or other program logic. The full 
set of parameters may include: name of server, screen 
resolution or aspect ratio, name of application to execute 
(e.g., Word, SAP), audio (yes/no), login name, password, 
disk space for temporary storage, etc. The parameters are 
returned within the structure of a URL address 
corresponding to a web page having functionality used to 
facilitate the desired terminal server connection. Thus, 
the terminal server client software on the client can then 
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use the information and parameters returned to create the 
selected terminal server connection. Perhaps more 
importantly, the user can re-establish the connection at a 
later time by merely specifying the returned URL. 

Thus, the user has the option of establishing a 
terminal services connection by clicking a URL. Further, 
rather than code a web page with associated parameters for 
each existing terminal server connection, a web page 
author or web server administrator need only create a URL 
for each existing connection. 

Further benefits of the present invention are made 
clear from the detailed description below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 is a block diagram representing a 
computer system in which aspects of the present invention 
may be incorporated. 

Figure 2 is a high level flow chart depicting a 
method for establishing a terminal server connection in 
accordance with an embodiment of the present invention. 

Figures 3, 4 and 5 depict web page screens that 
a user may utilize to specify a terminal server connection 
in accordance with an embodiment of the present invention. 

Figure 6 depicts a web page screen presented 
upon completion of a terminal server connection in 
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accordance with an embodiment of the present invention, 
and illustrates the incorporation of terminal service 
connection parameters in the URL of the corresponding web 
page data. 

Figure 7 is a high level view of a network 
environment in which an embodiment of the present 
invention may be implemented. 

DETAILED DESCRIPTION OF THE INVENTION 

OVERVIEW 

The present invention provides a means for 
facilitating terminal server access via specification of a 
URL. Further, the parameters required to complete 
terminal server connection are incorporated in the URL 
itself. Although the invention is described with respect 
to specific computing implementations, the scope of the 
present invention is by no means limited to those 
contexts . 

EXEMPLARY OPERATING ENVIRONMENT 

Figure 1 and the following discussion are 
intended to provide a brief general description of a 
suitable computing environment in which the invention may 
be implemented. The invention will be described in the 
general context of computer-executable instructions, such 
as program modules, being executed by a computer, such as 
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a client work station, a web server or a terminal server. 

Generally, program modules include routines, 
programs, objects, components, data structures and the 
like that perform particular tasks or implement particular 
abstract data types. Moreover, those skilled in the art 
will appreciate that the invention may be practiced with 
other computer system configurations, including hand held 
devices, mult i -processor systems, microprocessor-based or 
programmable consumer electronics, network PCs, 
minicomputers, mainframe computers and the like. The 
invention is also preferably practiced in distributed 
computing environments where tasks are performed by remote 
processing devices that are linked through a 
communications network. In a distributed computing 
environment, program modules may be located in both local 
and remote memory storage devices. 

With reference to Figure 1, an exemplary system 
for implementing the invention includes a general purpose 
computing device in the form of a conventional personal 
computer 2 0 or the like, including a processing unit 21, a 
system memory 22, and a system bus 23 that couples various 
system components including the system memory to the 
processing unit 21. The system bus 23 may be any of 
several types of bus structures including a memory bus or 
memory controller, a peripheral bus, and a local bus using 
any of a variety of bus architectures. The system memory 
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includes read only memory (ROM) 24 and random access 
memory (RAM) 25. A basic input/output system 26 (BIOS), 
containing the basic routines that help to transfer 
information between elements within the personal computer 
20, such as during start-up, is stored in ROM 24. The 
personal computer 20 may further include a hard disk drive 
27 for reading from and writing to a hard disk, not shown, 
a magnetic disk drive 28 for reading from or writing to a 
removable magnetic disk 29, and an optical disk drive 30 
for reading from or writing to a removable optical disk 31 
such as a CD ROM or other optical media. The hard disk 
drive 27, magnetic disk drive 28, and optical disk drive 
30 are connected to the system bus 23 by a hard disk drive 
interface 32, a magnetic disk drive interface 33, and an 
optical drive interface 34, respectively. The drives and 
their associated computer readable media provide non- 
volatile storage of computer readable instructions, data 
structures, program modules and other data for the 
personal computer 20. Although the exemplary environment 
described herein employs a hard disk, a removable magnetic 
disk 2 9 and a removable optical disk 31, it should be 
appreciated by those skilled in the art that other types 
of computer readable media which can store data that is 
accessible by a computer, such as magnetic cassettes, 
flash memory cards, digital video disks, Bernoulli 
cartridges, random access memories (RAMs) , read-only 
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memories (ROMs) and the like may also be used in the 
exemplary operating environment. Further, as used herein, 
the term "computer readable medium" includes one or more 
instances of a media type (e.g., one or more floppy disks, 
one or more CD-ROMs, etc.). 

A number of program modules may be stored on the 
hard disk, magnetic disk 29, optical disk 31, ROM 24 or 
RAM 25, including an operating system 35, one or more 
application programs 36, other program modules 37 and 
program data 38. A user may enter commands and 
information into the personal computer 2 0 through input 
devices such as a keyboard 40 and pointing device 42. A 
monitor 47 or other type of display device is also 
connected to the system bus 23 via an interface, such as a 
video adapter 48. In addition to the monitor 47, personal 
computers typically include other peripheral output 
devices (not shown), such as speakers and printers. 

A personal computer 2 0 may operate in a 
networked environment using logical connections to one or 
more remote computers, such as a remote computer 49. The 
remote computer 4 9 may be another personal computer, a 
server, a router, a network PC, a peer device or other 
common network node, a web server or a terminal server, 
and typically includes many or all of the elements 
described above relative to the personal computer 20, 
although only a storage device 50 has been illustrated in 
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Figure 1. The logical connections depicted in Figure 1 
include a local area network (LAN) 51 and a wide area 
network (WAN) 52. Such networking environments are 
commonplace in offices, enterprise wide computer networks, 
Intranets and the Internet. When used in a LAN networking 
environment, the personal computer 2 0 is connected to the 
local network 51 through a network interface or adapter 
53. When used in a WAN networking environment, the 
personal computer 2 0 typically includes a modem 54 or 
other means for establishing communications over the wide 
area network 52, such as the Internet. The modem 54, 
which may be internal or external, is connected to the 
system bus 23 via the serial port interface 46. In a 
networked environment, program modules depicted relative 
to the personal computer 20, or portions thereof, may be 
stored in the remote memory storage device. It will be 
appreciated that the network connections shown are 
exemplary and other means of establishing a communications 
link between the computers may be used. 

In the embodiment of the present invention 
wherein the WAN is the Internet, various protocols may be 
used to exchange commands and data between computers 
connected in the WAN. The protocols include the File 
Transfer Protocol (FTP) , the Hyper Text Transfer Protocol 
(HTTP) , the Simple Mail Transfer Protocol (SMTP) , and the 
Gopher document protocol . The HTTP protocol is used to 
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access data on the World Wide Web # often referred to as 
the Web. The Web is an information service on the Internet 
providing documents and links between documents. It is 
made up of numerous Web sites located around the world 
5 that maintain and distribute electronic documents. A Web 

site may use one or more Web server 4 9 computers that 
store and distribute documents in a number of formats, 
including the Hyper Text Markup Language (HTML) . An HTML 
document contains text and metadata (commands providing 
Cjo formatting information) , as well as embedded links that 

53 reference other data or documents by specifying Uniform 

U\ Resource Locator's (URL's). The referenced documents may 

CO 

O represent text, graphics, or video. 

s SAMPLE TERMINAL SERVER CONNECTION SESSION 

Q 

4*5 Turning now to Figure 2, it is a high level flow 

y 

Q chart depicting a method for establishing a terminal 

□ 

M> server connection in accordance with an embodiment of the 

present invention. In this presently described 
embodiment, the invention is practiced in a network having 

20 nodes communicating using http web protocols. A user 

operates a client computer 2 0 having browser software that 
sends requests to a server computer 4 9 having standard 
http protocol capability. The browser software may be, 
for example, Internet Explorer from Microsoft® Corporation 

25 or Netscape Navigator from Netscape Corporation. The 
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server 49 returns response information in the form of http 
packets to the client 20. 

Thus in Step 210, the user at client station 20 
generates a request to the server 4 9 for a web page 
consisting HTML data representing a query form. Query 
forms allow web clients to specify and send information to 
web servers 49 apart from mere requests for particular web 
pages, and are well known in the art. In the presently 
described embodiment, the request is generated by an 
Internet Explorer browser by Microsoft® Corporation. In 
addition, the Internet Explorer application may be 
conveniently accessed via other software, such as the 
operating system 35 executing on the client 20 
processor (s) 21. The operating system in the presently 
described embodiment is Microsoft® Corporation's Windows® 
2000 operating system. 

Upon receiving the request, the web server 4 9 
returns standard http packets, of the type known in the 
prior art, consisting of HTML data representing the 
requested query form. The client 20 browser can then 
interpret the HTML data for screen 4 7 display in a manner 
known in the prior art. Figure 3 depicts the resulting 
web page query form generated at the client 20 in the 
presently described embodiment. 

The query forms allow the user to enter 
information in a conventional manner using a keyboard 4 0 
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or mouse 42 . This particular form is an initial page in a 
series of forms allowing a user to specify the parameters 
necessary to establish a particular terminal server 
connection. Note, however, that query forms and user 
interfaces are not strictly necessary to specify the 
parameters. For example, in accordance with the present 
invention, all terminal server connection parameters could 
be indicated by simply specifying a URL with parameters 
incorporated, without intermediate steps. 

In the presently described embodiment however, 
in Figure 3, the user is first asked to specify a screen 
size and terminal server parameters via, for example, the 
client 20 keyboard 40. The terminal server name parameter 
identifies the terminal server having the desired 
application for which an execution is desired. The 
screen size parameter delimits the size the client monitor 
47 screen through which the user will view execution of 
the desired application running on the terminal server 
computer. In the screen depicted in Figure 3, the ts-dev 

server is selected and a window size of 640 pixels by 480 
pixels is also specified. 

In Step 220, the user selects the connect button 

displayed in Figure 3 and, in response, the client 20 
browser generates a URL that, in conventional fashion, 
includes the parameters specified in the query form ( i.e. , 
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the terminal server name and screen size parameters) . 
This data is included in the structure of the URL in 
accordance with conventional standards regarding syntax of 
URL incorporated parameters. 

Also in conventional fashion, the browser causes 
the URL to be translated into a unique network IP address 
of a desired web page and then generates a request for 
that web page. In the presently described embodiment, the 
requested web page corresponds to terminal server screen 
prompts allowing a user to specify further terminal server 
connection parameters. 

Again, the request is routed to the web server 
49 using standard http protocols. The web server 49 
locates the requested page, using the unique network 
address and parameters, and routes the page back to the 
client 20. As noted above, in the presently described 
embodiment, the web page has screen prompts depicted in 
Figure 4 allowing a user to specify authentication 
parameters to complete a connection to the terminal server 
earlier specified by name ( i . & . f ts-dev) . Also, in 

accordance with the invention, as depicted in Figure 4, 
the URL corresponding to this web page incorporates the 
earlier specified terminal server name and screen size 
parameters . 

The user at the client 20 can again use the 



14 



Docket No.: MSFT-0221/158507 . 1 



PATENT 



keyboard 40 to specify user name and password parameters 

in the prompts indicated. Once the information is 
entered, the user can select the depicted OK button to 
request that the terminal server connection be completed. 

In Step 230 of Figure 2, the web server receives 
the user request, including translated URL with password 

and user name parameters required to complete the desired 

terminal server connection. 

In response, in a manner similar to that 
described above, a new web page is returned allowing 
specification of a parameter indicating the application to 
be executed on the earlier selected terminal server. 
Figure 5 depicts a sample Application Launching query form 
page allowing a user to specify a particular Microsoft® 
Corporation software application for execution. Upon 
selection of an application button depicted by the user at 
the client 20, an http request and the application 
identifier parameter is sent to the web server 49 as 
described above. 

In accordance with the present invention, the 
web server incorporates Advanced Server Pages (ASP) , 
Common Gateway Interface (CGI) or other conventional 
scripting software functionality. At this point, in the 
presently described embodiment, the web server 4 9 uses an 
ASP script that utilizes the user specified parameters to 
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generate any additional parameters required to complete 
the desired terminal server connection. The additional 
parameters generated may include: the screen resolution 
or aspect ratio, the name of application to start (e.g., 
Word, SAP) , whether executing the application requires 
audio sound, the amount of disk space for temporary 
storage, etc. In the presently described embodiment, at 
a minimum, the ASP script generates the directory 
location on the terminal server having the application 
selected. Once all parameters are generated, a web page 
is returned to the client with corresponding URL address 
having the required parameters. 

Thus, in Step 240, the client receives the 
complete set of parameters required to facilitate 
terminal service connection. In accordance with an 
embodiment of the present invention, the parameters are 
received with a web page and associated ActiveX® controls 
or other embedded program having functionality beyond 
that of traditional HTML. ActiveX® control, by Microsoft 
® Corporation, can be inserted into Web pages, spread 
sheets, word documents, etc. In the presently described 
embodiment the ActiveX® controls function to establish a 
terminal server connection with the desired terminal 
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server and client 20 using the parameters earlier 
specified by the user and generated at the web server 49. 
Preferably, the ActiveX® controls are written so as to 
establish a terminal server connection with any terminal 
server, regardless of platform or communication protocols 
required, once the necessary parameters are specified. 
To execute the ActiveX® controls, the client 20 browser 
is ActiveX® enhanced. 

In Step 250, the client 20 initiates the 
terminal service connection with the terminal server via 
execution of ActiveX® controls, using whatever 
proprietary protocols are necessary to do so. In one 
embodiment of the present invention, the terminal server 
box is running Microsoft® Corporation IIS, thus allowing 
the terminal server to be one in the same as the web 
server 49. Thus, the terminal server connection is 
established with the web server 49. 

In the presently described embodiment however, 
as depicted in Figure 7, the terminal server 49b is 
located remotely from the web server 49a and client 20. 
Thus, the client 20 receives the parameters and ActiveX® 
controls from one location and uses that data and 
functionality to establish a connection with a terminal 
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server at another location. 

Upon completion of the connection with the 
terminal server 49b using required parameters, the 
terminal server executes the selected application. The 
terminal server 49b also returns to the client 20 a 
display showing execution of the application on the 
terminal server 49b. The display is shown in a screen 
window sized according to the user's earlier specified 
parameters. The window itself is within the browser 
So interface on the client 20 screen, as the browser 

B continues running on the client 20 throughout the above- 

SJ described process. 

5 

B For example, Figure 6 shows within Internet 

UJ Explorer ® browser interface a selected Microsoft® Word 

□ 

■=15 application running on the "ts-dev" terminal sever. In 

the browser address field, a URL is shown corresponding 
to the web page that was returned from the web server 4 9a 
to facilitate this connection with terminal server 49b. 
In accordance with the invention, the URL includes the 
20 full address and parameters required for ActiveX® 

controls to make the desired terminal server connection. 
These parameters include the word application selected as 
well as its directory location on the terminal server 
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49b. 

Because the URL includes all the parameters 

necessary to re-establish the terminal server connection, 

a users or site administrators enjoy certain benefits. 

For instance, the URL depicted in the address prompt area 

of Figure 6, like any URL, may be e-mailed to the user or 

stored in the "Favorites" folder associated with the 

client 20 browser. Once so obtained at the client 20, the 

user can at any time re-establish the same terminal 

server connection by clicking the URL in conventional 

fashion. In particular, the URL selection causes the 

client 20 browser to obtain a web page with ActiveX® 

controls from the web server 4 9a. Once the web page is 

obtained, the URL-incorporated parameters and embedded 

ActiveX® controls are used to re-establish the terminal 

server connection . 

Thus, the present invention provides benefits to 
users and administrators by storing the information 
required for a terminal server connection in a URL 
address, the address also corresponds to a web page 
having functionality required to execute the terminal 
server connection. While the invention has been described 
above in detail and with reference to specific 
embodiments thereof, it will be apparent to one skilled 
in the art that various changes and modifications can be 



